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CGI.br:
A multi-stakeholder 
organization that 
coordinates all Internet 
related activities in Brazil. 

TLP:WHITE



NIC.br:
Not for profit 
organization that 
implements all services 
and decisions of CGI.br.

TLP:WHITE



Creation:

August/1996: a report proposing a model for incident management for the country is 
published by the Brazilian Internet Steering Committee – CGI.br1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR Security Office) 
based on the report’s recommendations2

1https://www.nic.br/grupo/historico-gts.htm |        2https://www.nic.br/pagina/gts/157

TLP:WHITE

Mission
To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency
Networks that use Internet Resources 
allocated by NIC.br (IPs or ASNs allocated to 
Brazil, and domains under the ccTLD .br)

Focus of the Activities
- National focal point for incident reports
- Support technical analysis and the 

understanding of attacks and threats
- Develop collaborative relationships with 

other entities
- Increase incident detection, event correlation 

and trend analysis in the country
- Transfer knowledge through courses, best 

practices and awareness materials

►Coordination
►Technical 

Analysis
►Support for 

recovery

Incident
Management

►Courses
►Presentations
►Best Practices
►Meetings

Training and 
Awareness

►Distributed 
Honeypots

►SpamPots
►Processing of 

threat feeds

Trend Analysis

Filiations and Partnerships:

https://www.nic.br/grupo/historico-gts.htm
https://www.nic.br/pagina/gts/157


Brazilian Internet in Numbers:
ASNs, ISPs and Traffic eXchange

ISPs in Brazil
- Total (estimated): 6.618
- 75% have 1.000 clients or less
Source: https://www.cetic.br/pesquisa/provedores/

Autonomous Systems Allocated in the 
Latin American and Caribbean Region

Source: https://www.lacnic.net/en/web/lacnic/estadisticas-asignacion

Internet Traffic eXchange

IX.br São Paulo 
One of the biggest in the world
- nº 1 in participants (2.113)
- nº 1 in peak traffic (10.3Tbps)
- nº 3 in average traffic (4.78Tbps)

Source: https://www.pch.net/ixp/dir

(8.431)

Data updated on December 07, 2020
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https://www.lacnic.net/en/web/lacnic/estadisticas-asignacion
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Brazilian Internet in Numbers:
Users and Devices

Device Used for Individual Access (% of internet users)Internet Users (% of population)

133,8Million Internet Users
Source: CGI.br/NIC.br, Centro Regional de Estudos para o Desenvolvimento da Sociedade da 

Informação (Cetic.br), 
Pesquisa sobre o Uso das Tecnologias de Informação e Comunicação nos Domicílios Brasileiros – TIC 

Domicílios 2019.
https://www.cetic.br/pesquisa/domicilios/indicadores
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Fonte: CGI.br/NIC.br, Centro Regional de Estudos para o Desenvolvimento da Sociedade da Informação (Cetic.br)
Pesquisa sobre o Uso das Tecnologias de Informação e Comunicação nos Domicílios Brasileiros – TIC Domicílios 2019
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de conexão à Internet”)
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https://internetsegura.br/

InternetSegura.br Portal:
All Awareness Materials Produced by NIC.br’s Various Areas 
Historical highlights
– 2000 CERT.br booklets with general security tips
– 2006 CERT.br first Book, as well as first cartoons
– 2017
- CERT.br technical material for Kids and Parents
- NIC.br legal team material for teenagers on legal and 

responsible use of the Internet

Current materials
– Main materials: Books, booklets, cartoons, videos
- general public, 60+ and teenagers

– Kids: booklet, paper based games, 3D paper 
characters to print at home

– Educators: slides and support material for training
– Technical professionals: best practices
All Materials available in Creative Commons license
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https://internetsegura.br/


https://internetsegura.br/

InternetSegura.br Portal:
Partnerships to Reach the Public
NIC.br is a not for profit
– Limited budget for printing/distributing
– Not easy to scale reaching 133 million people

Adopted model
– Partnerships for use and distribution
– We generate personalized material
– The organizations use for training and distribution

Examples
- Microsoft: printed copies and distributed in all classes 

delivered in their digital inclusion projects
- Private schools: use kids materials in class
- São Paulo Subway System, Eletrobras Energy Company, 

Major Credit Cards and banks: used for internal training 
and refer on their websites to users

- Itaipu Electric Generation: distributed in all schools in 
Brazil and Paraguay cities affected by the hydroelectric
• Portuguese and Spanish versions

TLP:WHITE

https://internetsegura.br/


Translation Partnerships

NCSC-FI translation of the Kids material to Finish
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/turvallisesti-netissa-oppaat-lapsille-ja-vanhemmille

ISOC translation of the end user booklets to Spanish 
https://cartilla.cert.br

https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/turvallisesti-netissa-oppaat-lapsille-ja-vanhemmille
https://cartilla.cert.br/


New in 2020





For Kids to Print at Home:
3D Paper Characters



Internet Citizen Project:
15-second Videos – developed by Ceptro.br/NIC.br
“It is the right and duty of each person to be a good citizen, 
and this is also true for the digital world, using Information 
and Communication Technologies responsibly, in particular 
the Internet.”
• Topics
- Security tips
- Responsible use of the Internet
- Internet infrastructure and networking concepts

https://cidadaonarede.nic.br/

TLP:WHITE

https://cidadaonarede.nic.br/


#FiqueEsperto (StaySmart) Campaign:
Multistakeholder National Initiative

https://fe.seg.br/

5-month national campaign – started in October/2020
– Hot site with short tips – links to other materials for details
– All partners use their online presence for communication
- mainly e-mail and social networks 

– Telecom companies are also using SMS to reach all clients
– Content reviewed by CERT.br & website developed by NIC.br

Participating organizations
Technical Community:
- CGI.br, ISOC Brasil, NIC.br
Financial sector associations:
- ABBC, Febraban
ISPs and Telcos associations:
- Abranet, Abrint, Associação Neo, Conexis
Retail and e-commerce:
- CACB, camara-e.net
Government
- Anatel (Telecom regulator)
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https://fe.seg.br/


https://cert.br/

Thank You
Incident reports to: cert@cert.br @certbr

cristine@cert.br


